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Bekannte Falle —= UBER-Hack

MITRE ATT&CK Mapping

T1589.001: Credentials
T1621: MFA Authentication Request Generation
T1566.003: Spearphishing via Service

UBER BREACH

T1078: Valid Account

T1133: External Remote Services

T1135: Network Share Drive Discovery
T1552.001: Credential in Files

T1078.002: Domain Account

T1048: Exfiltration over Alternative Protocol

Initial Access
T1078: Valid Account
T1133: External Remote Services

Credential Access

Scanning Uber

—_— i I3 —
Adversary 2FA/MFA Spamming VPN Access Infrastructure
Poss!:)‘:;;gtgl;?n‘igre:s IE dlark forums T1621: MFA Authentication Request Generation J
AR Lredentials T1666.003: Spearphishing via Service
'[ T1552.001: Credential in Files
Data Exfiltrati 4
S8 SEEEOn A s PowerShell script
PowerShell scripts in N contained creds in
Network Share i
cleartext
Exfiltration J
T1048: Exfiltration over Alternative Protocol [
N Access to number of Access to Thycotic
—
apps/infra PAM
UBER INTERNAL NETWORK

Quelle: https:/itwitter.com/MichalKoczwara/status/1571432800787759104/photo/1

Discovery
T1135: Network Share Drive Discovery

T1078.002: Domain Account

Privilege Escalation

Attack Analysis by Michael Koczwara

Seite 6
Oneconsult AG
Tim Mittermeier

23. Oktober 2024




Seite 7

Bekannte Falle — Maersk
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Jake Williams v
@MalwareJake

"Active Directory is king. Offline backups are critical,
even in very large networks." Maersk CISO #BHEU

The damage

IT Services
= DHCP and Active Directory badly damaged
» DHCP gives your computer an address
* AD. s the phone book

* Enterprise Service Bus destroyed

e;tgggsg;nttql_sfsng;c.lgud)




Die neue Welt — Hybride Infrastrukturen
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Definition Cloud Computing nach NIST
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“Cloud computing is a model for enabling ubiquitous, convenient, on-
demand network access to a shared pool of configurable computing
resources (e.g., networks, servers, storage, applications, and
services) that can be rapidly provisioned and released with minimal
management effort or service provider interaction.

This cloud model is composed of five essential characteristics, three
service models, and four deployment models.”

Quelle: The NIST Definition of Cloud Computing, Mell & Grance, NIST Special Publication 800-145
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Microsoft Azure — Service Overview
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Google Cloud Platform — Application Architecture

Managed public &
private DNS

Balance load
globally with
Anycast IP

AsYnc messaging
for event driven
services

Compute options to
deploy the
application

In-memory &
transient DB for
caches, etc.

DBs for transactional
processing with
ACID support

DBs for Analytics
Processing,
non-tabular &
eventual consistency

%PP“C(IHOH %rChHBC‘UPG #GCPSkelchnole W ([©)/@PVERGADIA (E)THECLOUDGIRLDEV 0%.22.2021

CLouD
DNS

2 Google Cloud

—>
E IP ADDRESS

FOO.COM

£

Fﬁ GLOBAL LOAD BALANCING

o) @) 0

LOUD CDN

!

Fast content delivery

& Performance at
Global Edge

VIRTUAL PRIVATE CLOUD (VPC) Ct

o - y
WEB SERVER Y 122) H>E .
e & N l I . FORMAT CONVERSION R ‘ '
—> | J4: e «(Q)- 4 MEDIAFILES i 1 :
e
GCE GKE GAE RUN STORAGE Flf:“g%gN
he REALTIME BAT
Ly & DATA Ash
s~ Monitor,
] l y / troubleshoot, &
PUB/SUB ‘ improve application
-1 performance
- APP SERVER DATA PIPELINE OPERATIONS
- = e
L | z 4= A «(Q)= A2 S I Ingest, process,
L ” . & store, analyze &
GCE GKE GAE RUN PUB/SUB ; DATAFLOW DATAPROC BIGQUERY gain insights from
; i! C& s @ - the data
y . - -
—_—
(DB CACHE) = I VERTEX Al LOOKER DATASTUDIO
- SECURITY
MEMORYSTORE . ETL
CI/CD & DEVOPS
N
‘; /(k N ’ z | 8, L\ (7 g o Dev Tools to increase
CLOUD SQL SPANNER ~ i\é Z ['.'"] [ss) % % software delivery
FIRESTORE REALTIME BIGTABLE ARTIFACT CONTAINER CLOUD CLOUD BINARY loci i
RELATIONAL DB NON-RELATIONAL DB REGISTRY REGISTRY BUILD CODE AUTH - o:m:::;me

Managed networking
functionality for
Google Cloud
resources

Object store for

frequent/non-frequency
access

Quelle: https://cloud.google.com/blog/topics/developers-practitioners/introduction-google-cloud?hl=en
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“Sensitive US military emails spill online” st
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im] E Sensitive US military emails spill X | = - D
& G E https://techcrunch.com/2023/02/21/sensitive-united-states-military-emails-spill-online/ ‘?g G {\E 3
Th- Featured Article TechCrunch APl 20,2023
. = N - - - Ear]y Stage Boston, MA
Sensitive US military emails spill online 5 :
_ Register Now
Login A government cloud email server was connected to the internet without a password

E] Comment

Zack Whittaker @zackwhittaker / 3:40 PM GMT+1 « February 21, 2023 in

TechCrunch+
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ldentitat als neuer Perimeter




Evolution der Sicherheitsperimeter —

ldentitat als neuer Perimeter
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%

Physisch

Quelle: https://learn.microsoft.com/de-de/security/ciso-workshop/ciso-workshop

Netzwerk

|dentitat
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Your Pa$$word doesn't matter — s A5
Password Spraying, Credential Stuffing, Phishing ...
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B° Vour Pa$%word dossn't matter - X | -

]
< O (1  https://techcommunity.microsoft.com/t5/microsoft-entra-azure-ad-blog/your-pa-word-doesn-t-matter/ba-p/731984 A M 8 ‘E] 3 o= 3

=. Microsoft | Tech Community ~ Community Hubs ~  Blogs  Events ~  Microsoft Learn ~ Lounge | Search 0O Signin

Home Security, Compliance, and Identity > Microsoft Entra (Azure AD) Blog > Your Pa$$word doesn't matter

Version history
Your Pa$$word doesn't matter
Last update: Aug 19 2021 04:21 PM
By @ Alex Weinert Updated by: TechCommunityAPIAdmin

Published Jul 9 2019 08:58 AM 7ov 405K Views

Share

(to learn about other credential attacks, see https://aka.ms/allyourcredsarebelongtous)

Every week | have at least one conversation with a security decision maker explaining why a lot of the hyperbole about passwords — “never use a password that has ever been seen in a breach,” "use n n u E n
really long passwords”, “passphrases-will-save-us”, and so on - is inconsistent with our research and with the reality our team sees as we defend against 100s of millions of password-based attacks

every day. Focusing on password rules, rather than things that can really help — like multi-factor authentication (MFA), or great threat detection — is just a distraction.
Because here's the thing: When it comes to composition and length, your password (mostly) doesn't matter.

To understand why, let's look at what the major attacks on passwords are and how the password itself factors into the equation for an attacker. Remember that all your attacker cares about is stealing
passwords so they, or others, can access accounts. That's a key difference between hypothetical and practical security — your attacker will anly do really wacky, creative stuff you hear about at

conferences (or wherever) when there's no easier way and the target of the attack justifies the extra effort.

Here are some ways passwords are broken today (stats are only from Azure Active Directory connected accounts, whether hybrid or cloud only: on-premises only environments are not visible to our

team):

Also known as . Frequency User assists attacker = Does your password
Attack Difficulty: Mechanism

by... matter?




Passwortangriffe —
Credential Stuffing
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CONTROL, WE HAVE FLOWN
TO THE USA AND BREACHED
THE TARGET'S HOUSE.

THEY WEOTE ALL THEIR
PASSWORDS IN A BOOK
LABELED “PASSWORDS'!

THE FOOL!

HEY LOOK, SOMEONE LEAKED THE
EMAILS AND PASS\WJORDS FROM THE
SMASH MOUTH MESSAGE. BOARDS.

CoOL, LET'S TRY
THEM ALL ON VENMO.

HOW PEOPLE THINK
HACKING WORKS

Quelle: https://xkcd.com/2176/

HOW IT ACTUALLY WORKS




Starke Authentifizierung —
Das Ende der Passwaorter
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Methode

Sicherheit

Benutzer-
freundlichkeit

Primare
Authentifizierung

Sekundare
Authentifizierung

Microsoft Authenticator-App hoch hoch ja Phishing-resistent MFA und SSPR
FIDO2-Sicherheitsschlissel hoch hoch ja MFA

Windows Hello for Business hoch hoch ja MFA*
Zertifikatbasierte Authentifizierung  hoch hoch ja nein

SMS mittel hoch ja MFA und SSPR
OATH-Softwaretoken mittel mittel nein MFA und SSPR
OATH-Hardwaretoken mittel mittel nein MFA und SSPR
Sprachanruf mittel mittel nein MFA und SSPR
Passwort niedrig hoch ja nein




i & Sign in to Outlook N |

(o &, B login.microsoftonline.com

m Email - Emma Frost...

Termsofuse  Privacy & cookies  --- B

i=== ‘:) ]ll iiii dli %55 4" q"' 1;% a ﬁf: QE» CR qm 14:31

Friday




Adversary-in-the-Middle (AitM) Phishing

.
' '
L .
' '
- Credentials and token :
' compromised '
' .
.

\J ; Connection proxied to

legitimate website for —
authentication and MFA
>
Attacker Phishing email Users AiTM Infrastructure Legitimate website

Attacker replays session
token with MFA check
completed

MFA check Attacker granted access to
passes legitimate website

Quelle: https://www.microsoft.com/en-us/security/blog/2022/11/16/token-tactics-how-to-prevent-detect-and-respond-to-cloud-token-theft/
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The new Phish in Town
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Device Code Flow
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i client_id, scope
: > : E :
i device_code, user_code,
i verification_uri E i ; ?
R ; i z i
5 .. . 5 ; user_code 5
: user_code, verification_uri ; p: >:
i Auth challenge
loop ¢ client_id, device_code > User authenticates |
4 ——————— authorization_pending, slow_down — — -
client_id, device_code >
4 —————— access_token, r'efresh_token, —————— a
: id_token § : : :

Quelle: https://learn.microsoft.com/de-de/azure/active-directory/develop/v2-oauth2-device-code



|

File Edit Format View Help
# Demo

Device Code Sign-in Authentication Flow

This technique can be leveraged for phishing.

Ln6, Col1 150%  Windows (CRLF) UTF-8




Device Code Phishing aus Opfersicht —
Linkziel: https://microsoft.com/devicelogin
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~ Favorites
Inbox
Sent ltems
Drafts

Deleted Items

~ bob@theharvester.world
Inbox
Drafts
Sent ltems
Deleted Items
Archive
» Conversation History
Junk Email
Qutbox
R55 Subscriptions

Search Folders

> Groups

(31

18
[3]

All - Unread By Date v
Today

DevOps

Microsoft Security - Required ... B:26 PM

Required Acticn Your device is
Three Weeks Ago

Constant Contact
Let's Celebrate, It's Black Busi... /1172021

Plus, den't miss your chance to

My#Analytics
MyAnalytics | Wellbeing Edi... 8/9/2021

<https;//myanalytics.microsoft.c

Constant Contact
Don't give up on online mar... 8/8/2021

See how easy we make it to
Earlier this Month

Constant Contact

Quelle: https://0xboku.com/2021/07/12/ArtOfDeviceCodePhish.html

-

Microsoft Security - Required Action

DevOps <DevOps@msftseconmicrosoft.com=
To bob

Required Action

Your device is being logged out of Microsoft Office 365. Please use the following URL and

device code to re-link your account.
Your code is: ERDVDCNHH

https://microsoft.com/devicelogin

Sincerely,
Microsoft Device Security Team

Microsoft Corparation | One Microsoft Way Redmaond, WA 98052-6399

€ Reply

& Reply Al

TL

ACTION REQUIRED: Multi-Factor Authentication (MFA) Update

shark@
Thu 4/14/2022 12:52 PM

To: Minnow

Microsoft Authenticator Update Needed

Your Microsoft Authenticator token has expired. Please scan
the QR code below to generate a new device code for your
Microsoft Authenticator App.

The code will be emailed to you, and you should enter it at
https://login.microsoftonline.com/common/oauth2/devicea
uth
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Angriffspfade
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Death from above —
Cloud-managed Device zur OnPrem Administration
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Escalate to role with control of Endpoint
Manager, deploy malicious Powershell
script

Azure Tenant

Powershell script runs as SYSTEM on
hybrid-joined machine

>

Microsoft Endpoint Manager

AD User

On-Prem Domain A

No Domain/Forest Trust

ol

Hybrid Joined Computer

On-Prem Domain B

Quelle: https://posts.specterops.io/death-from-above-lateral-movement-from-azure-to-on-prem-ad-d18cb3959d4d

Home > Devices » Windows | PowerShell scripts >

Add Powershell script

~ Basics 2 Script settings

Script location * (@)

Run this script using the logged on
credentials (@

Enforce script signature check @O

Run script in 64 bit PowerShell Host @

3

B

temp.psi

s R
s '
(e GETED)
' b
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Laterale Bewegung — -
Viele Wege fuhren zum Ziel

Credential o Device Code
Stuffing & MFA Synchronisierung Phishing
Spamming von Ildentitaten /

> aWws «—
~—"" -

Domain-joined
Server als VM

Azwre Stack WO
Asure Stack Hub Any hardware
’% & :
' ) Azure Stack Edge
@

. . . .
Hybrid-joined :
Device zur & oy ® On-premises \/}}

Administration : -

Multi-cloud

Anure datd services and management
/ Azure Arc
# q F

Hybride Identitat
mit privilegierter
Rolle

~

Phishing &
Malware
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Penetrationstests




Warum Penetrationstests? oneoome 2
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John Lambert: Defender‘s Mindset

[ [ Defenders Mindset. Thisisacol X | -+ - o 2
< C (1 https://medium.com/@johnlatwe/defenders-mindset-319854d10aaa o o A O Y8 ‘E] ] £= 3

1] Biggest problem with network defense is that defenders think in
lists. Attackers think in graphs. As long as this is true, attackers win

This is meant as a call to action to defenders to see their network as attackers do John Lambert

— as a set of nodes connected by control relationships and dependencies. 421 Followers
Credentials give you access to nodes. Elevated credentials give you power over Distinguished Engineer, Microsoft Threat Intelligence

them. In turn this can unlock additional credentials due to stored credentials on Center, @JohnlaTwC

~ the node or give you control over other nodes due a security dependency. This @
creates a graph of connectivity.

Attackers land somewhere in the graph by spearphishing or finding an exposed More from Medium
Al server. Hacking is pivoting around the graph. Exploiting vulnerabilities or % Mike Cohen in Velociraptor IR

obtaining master secrets that allow one to forge identities is tantamount to Paths And Filesystem Accessors u
E creating new edges in the graph. While networks can be massive, careful study of _

a graph may reveal a small number of nodes or credentials that allow dominance so ;ﬁiihoami Command =

over the graph because of the chain of pivots they allow. Tools such as Detected in Request Body -
4 Bloodhound help you do this kind of study.

s Liam Somerville

Lapsus—The Observed 10C’s
This graph is often different than the mental model that IT uses to manage a

network. Assets tend to be managed in classes: end user systems, servers, @ vertCosiuner .

development and test systems, network appliances, and more. A lattice of access Cyber Research #35

is created when devices are managed by different organizational departments
across server management, vulner~-*"*-----~sement, backup and BCDR,

. . SR )
helpdesk, compliance, engineerin_ -~ _y. Beware the web you create and

Help Status Writers Blog Careers Privacy Terms About




Planung, Durchfihrung und Auswertung einer
technischen Sicherheitsanalyse
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» Was ist das Worst-Case-Szenario fur meine Organisation?
» Welches Ziel mdchte ich erreichen?
» Welche Systeme sollen getestet werden?

* Wie wird der Test ablaufen?

_ » Welche Vorbereitungen sind zu treffen?
Kick-off . : . "
VS © Wer ist zu informieren”

» Muss eine Testumgebung bereitgestellt werden?
* Missen Endgerate bereitgestellt werden?

Vor- :
anener © Welche Benutzerkonten sind anzulegen?

* Wie werden kritische Schwachstellen gemeldet?
» Welches Personal muss verftigbar sein?
» Was passiert bei einer Beeintrachtigung produktiver Systeme?

— /o J e J ./
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Planung, Durchfihrung und Auswertung einer

Tim Mittermeier

technischen Sicherheitsanalyse

 Hinterlassenschaften entfernen
» Benutzerkonten & Zugange deaktivieren
» Ggf. Systeme zuruicksetzen

« Sofortmalinahmen einleiten
» Befunde auswerten & priorisieren
« MalRhahmen planen

» Teilnehmerkreis festlegen
» Offene Fragen klaren
Empfehlungen zum weiteren Vorgehen

Kommunikation mit Dienstleistern & Anbietern, ggf. Disclosure
Ldschung von Projektdaten
Planung weiterer Testaktivitaten

— /o J e J ./
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Technische Testmethode
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Scope: Penetrationstest der sicherheitsrelevanten Komponenten der Webapplikation Snakeoil.io aus Sicht eines
externen Angreifers, der bereits einen Standardbenutzer kompromittiert hat.

Details: Die Webapplikation des Kunden wird einer grindlichen, technischen, privilegierten und unprivilegierten
Sicherheitstberprifung unterzogen. Hierbei werden manuelle und automatisierte Testverfahren verwendet, angelehnt an
den OWASP Application Security Verification Standard (ASVS), um Schwachstellen in der Webapplikation zu
identifizieren. Die Analyse hat einen hohen manuellen Test- und Verifikationsanteil.

Analyse
Application Tests, z.B.:
Unsichere Speicherung sensitiver Daten
Client-Side Injection
Fehler bei der Authentifizierung und Autorisierung
Fehlerhafte Kryptographie
Funktions- und Rollenmissbrauch
Manuelle Verifikation detektierter Sicherheitsliicken
Erarbeitung von Gegenmal3inahmen




Scope — Beispiel

Testart

Prifobjekt
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Scope: Penetrationstest der sicherheitsrelevanten Komponenten der Webapplikation Snakeoil.io aus Sicht eines

externen Angreifers, der bereits einen Standardbenutzer kompromittiert hat.

Vektor

Auspragung

Details:

Die Webapplikation des Kunden wird einer grundlichen, technischen, privilegierten und unprivilegierten
Sicherheitstberprifung unterzogen. Hierbei werden manuelle und automatisierte Testverfahren verwendet, angelehnt an
den OWASP Application Security Verification Standard (ASVS), um Schwachstellen in der Webapplikation zu
identifizieren. Die Analyse hat einen hohen manuellen Test- und Verifikationsanteil.

Methodik

Analyse
Application Tests, z.B.:
Unsichere Speicherung sensitiver Daten
Client-Side Injection
Fehler bei der Authentifizierung und Autorisierung
Fehlerhafte Kryptographie
Funktions- und Rollenmissbrauch
Manuelle Verifikation detektierter Sicherheitsliicken
Erarbeitung von Gegenmal3inahmen

Prifumfang




MITRE ATT&CK® — ATT&CK Matrix for Enterprise

MITRE

ATT&CK

Confribute
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Search O,

ATT&CK Matrix for Enterprise

layout: side = show sub-techniques | hide sub-techniques
Reconnaissance Resource Initial Access Execution Persistence Privilege Defense Evasion Credential Discovery Lateral Collection Command and  Exfiltration Impact
Development Escalation Access Movement Control
10 technigues 7 technigues 9 technigues 12 technigues 19 technigues 13 techniques 40 technigues 13 technigues 29 techniques 9 technigues 17 technigues 16 technigues 9 technigues 13 technigues
Active Scanning -z Acqguire Dirive-bry Command and urt Abuse Elevation Abuse Elevation Adversany-in- Account Descovery .o Exploitation of Adversany-in- Automated Account Access
Infrastructure ;g Compromise Seripting pulation ;4 Cortrol Contral Mechanism the-Middle z; Remate the-biddle Exfiltration ) Femoval
Gather Victim Host Imterpreter g - Mechanism .z - Application Window Services - -
Information Compromise Explait Public- — BITS Jobs Access Token Brute Force q« Discavery Archive [Ciatia Transfer Data Destruction
Accounts 3 Facing Container Access Token Manipulation 5 Internal Collected Communication Size Limits
Gather Victim ldentity - Application Administration Boot or Logon Manipulation 5 Credentials Browser Bookmark Spearphishing Data Thraugh Data Encrypted for
Information ;5 Compromiss Command Autostart BITS Jobs from Discavery - Removable Exfiltration Impact
Infrastructure g Extemal Execution 15 Boot or Lagon Password Lateral Toal Audio Capture Meda Chver
Gather Victim Remote Dieploy Container Autostart Baild Image on Host Stares (g Cloud Infrastructure Transfer Altarnative Data
Metwaork Develop Services Boot or Logon Execution ;g - Discavery Automated Data Protocol = anipulation .z
Information ;g Capabilities ;5 Exploitation for Initialization - Deocbfuscate/Decode Exploitation far Remate Collection Encoding
Hardware Client Execution Scaipts o Boot or Logaon Files or Information Credential Cloud Service Service Exfiltration Defacement iz
Gather Vietim Org Establish Additions Initialization Access Dashboard Session Browser Data Cver C2
Information . Accounts o, Inter-Process Browser Seripts Dieplay Container Hijacking Session Obfuscation = Channel Disk Wipe
- Phishing (=) I Commumication .z Extensions Forced Cloud Service Hijacking
Phishing far Oibvtain Create ar Direct Volume Access Huthentication Discavery Remate Dynamic Exfiltration Endpoint Denial of
Information Capabilities Replication Mative AP Compromise Modify Systemn Services g Clipboard Data Resolution = Crhver Orther Senvice g
Throuwgh Chent Software Process (g Diomain Policy Forge Web Cloud Storage Object MNetwork
Search Closed Stage Removable Binary - Modification -, Credentials - Discavery Replication Data from Encrypted Medium gy Firmware
Sources Capabilties 5 Media Domain Policy - Through Clowd Storage Channal Corruption
- Create Modification z Execution Guardrails nput Contamer and Remavable Object - Exfiltration
Search Open Supply Chain Shared Modules Account 3 - Capture Resource Discovery lediz Fallback Orhver Physical Inhibit System
Technica Compromise ;5 - Escape to Host Exploitation for Data from Channels Medium g3 Recovery
Databases 5 Saoftware Create ar Diefense Evasion Maodify Domain Trust Software Configuration
- Trusted Deployment Tools Muodify System Event Triggerad Authentication Discavery Deployment Repostony Ivgres:s T Exfiltration Wetwork Denial of
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Zertifizierungen wie Sand am Meer

Keine Berufsausbildung ,Pentester”

OFFENSIVE
@

Zertifizierungen zum Nachweis der LI G |AC
Befahigung 0 s c P
Aktuelle Inhalte? . CERTIFICATIONS
Spezialisierung? @

Anerkennung?
Hands-on-Anteil?

Referenzprojekte?
Kerngeschaft?

Verdffentlichungen, z.B. Artikel und CVEs? cﬂ,t,m Ethical Hacker

Quellen:
https://www.sans.org/emea/

https://www.offsec.com/courses/pen-200/
https://www.eccouncil.org/train-certify/certified-ethical-hacker-ceh/
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Schlussbericht — Bewertung der Befunde -
Common Vulnerability Scoring System (CVSS)

QOsS

Rating CVSS Score “_ A

None 0.0 '%

0.1-3.9

Medium | 4.0-6.9
High 7.0-8.9

Critical 9.0-10.0

Quelle: https://www.first.org/cvss/
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5.1 Application Penetration Test — External REST API

The following risks have been identified and categorized in the audit:

System ID ‘ Risk IMeasure I Assessment
api.sps- cl SQL Injection in Login Form Database queries should be implemented such that user input is
company.com Legitimate S0OL database queries of the application can be | only ever used as data and never interpreted as code. -
(198.51.100.250) manipulated by sending prepared requests to the server.
8820/tcp For example, this can be achieved when using prepared statements
These requests can be used to read information from the Risk remediation
database or to manipulate data sets. Further information: effort:
< https://owasp.org/www-community/attacks/SQL_Injection Medium
As a result, this can lead to compromised user accounts,
manipulated business processes or the compromise of the O55TMM:
server itself. Vulnerability

Affected page:
= https://api.sps-company.com:8820/login

I Maore details in chapter 6.1. I

|_Re—Test 03-Nov-2020: Risk not resolved.
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Zusammenfassung & Fazit
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Cloud-Umgebungen und hybride Infrastrukturen
mussen aktiv administriert werden

Netzwerk und Systeme mussen ganzheitlich und |
kontinuierlich evaluiert werden \

Privilegierter Zugriff ist kritisch

Anzahl moglicher Angriffspfade steigt mit der
Komplexitat

100% Sicherheit gibt es nicht

Aber: Wir konnen Angreifer verlangsamen und
deren Kosten erh6hen

glllﬂ IF ,:!' OLD YOU

"THE CLOUD” IS JUST
__ SOMEONE ELSE'S COMPUTER.
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Monatliche Cyber Security News abonnieren:
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